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Abstract--In the current market conditions, network operators are in search of novel value-added services that will 

increase their revenue. This paper introduces the innovative concept of Anonymous Mobile Community (AMC) services 
and thoroughly defines and describes a robust platform targeted for their deployment. AMC services take advantage of 
the terminals’ capabilities to collect information and deliver it to the network. In this context, terminals are enabled to 
form communities that serve as sources of information. In these communities, the anonymity and privacy of the end-users 
are respected and guarded. Several examples of promising AMC services are presented and categorized. An indicative 
example application is the provision of real-time information regarding road-traffic conditions, based on the location and 
speed of mobile terminals. A system aiming at the provision of diverse AMC services is proposed, and its requirements, 
architecture and functionality are described in detail. The related scalability issues and business models are carefully 
outlined, and a use case scenario as well as trial results are presented.  
 

Index Terms--Anonymity and Privacy, Mobile Value-Added Services, Terminal-Collected Data, User Communities.  
 
 

1 INTRODUCTION 

N the Beyond 3G (B3G) scenery, network operators strive to increase their networks’ usage as 

well as their revenues. This is especially true for those operators that invested significant funds 

in order to acquire a 3G license, without achieving a complete payoff within the expected 

timeline. To that end, they are keen on introducing a great number of value-added services, with 

a view to generating additional income. At the same time, in today’s complex social 

environment, users need to learn and access various kinds of information on a regular basis. 

By combining these two trends, a whole new set of innovative value-added services that bring 
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information closer to the end-user, while ensuring in parallel his anonymity, can be defined and 

deployed. In this paper, a novel group of promising services, called Anonymous Mobile 

Community (AMC) services, together with a system capable of delivering them to the end-user, 

are presented.  

An AMC is a group of terminals that, by definition, has the following characteristics:  

 Community: The terminals’ users are willing to cooperate with one another and share 

information about a common purpose.  

 Mobility: The users are mobile, which enables the dynamic collection of information 

from locations of interest.  

 Anonymity: Information exchange is done anonymously, respecting the users’ privacy.  

AMC services are services that rely on the formation of AMCs. Their basic concept lies in (a) 

allowing the end-users to form cooperative communities, and (b) exploiting the capability of 

mobile terminals to collect information and deliver it to the network (whenever requested) for 

further exploitation. Two types of information can be collected: (i) manually produced 

information (i.e., the users’ textual input), and (ii) automatically generated information, such as a 

terminal’s location, speed, etc. The second case is of greater interest, since it enables the 

transparent and unobtrusive provision of several AMC services (e.g., road-traffic information 

service).  

Hence, in a typical AMC service delivery process, a terminal can request for impersonalized 

information that resides in a community of terminals. The network can receive this request, 

acknowledge it, and query the appropriate community of terminals, in order to collect the 

necessary data, process them, and produce a response to the requesting terminal.  

A crucial point is that the extraction of information from the community of terminals must 
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respect user anonymity and privacy, making the users more eager to participate in communities 

and exchange information. This requirement imposes that the collected data are not associated 

with the identity of the user from whom they have been gathered. Anonymity is also desirable 

for the requesting user, which means that a user must be able to make a service request without 

exposing his identity. An initial approach for the AMC system’s functional architecture is given 

in Figure 1(a). A thorough approach can be found in Section 5.  

Figure 1(b) depicts the AMC functional reference model, according to which the AMC 

system’s functionality is organized into the following layers:  

 Data Collection Layer: This layer is responsible for collecting the required data and 

presenting them to the Service Enabling Layer. The AMC-enabled terminals monitor 

their environment, as well as their own status (e.g., location), and are able to respond to 

appropriate queries. The responses are then aggregated at the network side. The 

following is an indicative list of parameters that can be retrieved from current mobile 

terminals:  

o Location: this may correspond either to a set of network-related measurements 

(received signal level from neighboring cells) or to GPS-positioning information 

(if a GPS receiver is present), which is by far more accurate.  

o Velocity (through GPS) 

o Time (timestamp) 

o Perceived signal strength 

o Temperature (retrieved either from the battery’s sensor or from an integrated 

temperature sensor) 

o User input (i.e., a text response-message composed by the user) 
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o Binary or text file 

 Service Enabling Layer: This layer enables diverse applications to access the data 

provided by the Data Collection Layer in a consistent and efficient manner. By separating 

this layer from the Applications Layer, complex services can be developed more easily, 

since the Service Enabling Layer provides a level of abstraction from the data extraction 

procedures.  

 Applications Layer: This layer caters to providing specific services to the end-users. The 

same set of data can be processed in different ways, with a view to offering different 

services. 
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Figure 1: (a) Simplified AMC functional architecture; (b) AMC reference model 

 

The remainder of this paper is structured as follows: Section 2 outlines some interesting related 

work that can be found in the literature. Section 3 presents a set of potential AMC services and 
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classifies them according to specific criteria. Section 0 deals with the basic requirements that an 

AMC system has to fulfill. Section 5 offers an in depth description of the proposed AMC 

system’s architecture and functionality. The architecture’s most essential components are 

detailed, and some significant functional aspects are considered. Section 6 copes with scalability 

issues, while Section 7 refers to appropriate business models that can be employed for the 

successful deployment of AMC services. Section 8 illustrates a representative use case scenario 

along with the corresponding information flow. Section 9 presents some significant trial results. 

Finally, Section 10 concludes the paper, making references to future work.  

2 RELATED WORK 

In today’s market, a considerable number of mobile value-added services have been 

introduced, including the purchase of ring-tones, wallpapers, games and videos, chatting, prize 

competitions, informative services, such as live scores, and so forth. A relatively new area of 

value-added services is that of location-based services (LBSs) [3][8][15]. User and fleet tracking, 

navigation, location-based advertising and billing are indicative examples of this advanced type 

of services [8]. Although location inference also plays an integral part in AMC services, the 

latter are more innovative compared to conventional LBSs, in terms of enabling user cooperation 

and ensuring user anonymity.  

The formation of virtual communities firstly appeared as a phenomenon in the Internet. 

Internet users are keen on creating groups and interacting with each other. They create forums, 

help-desks, blogs and relay-chat hubs, where they exchange opinions and information. Virtual 

communities can also affect e-commerce. In [10], a number of significant issues are addressed by 

relevant papers, including ways in which community members contribute value in the form of 

content, reviews and recommendations [2], ways in which a community may influence product 



 6

development [9], business models that integrate communities’ influential role [7][9], motivations 

for participating in communities [12], and leisure time coordination for groups of mobile users 

[13]. The majority of the above-mentioned contributions are Internet-oriented. Even in cases 

where mobility is a possibility, there is lack of an appropriate framework capable of exploiting 

terminal-collected data, ensuring anonymity and integrating several diverse services under a 

common umbrella.  

The issue of anonymity has also emerged from Internet-based communications. As malicious 

parties that intend to harm user data integrity and track user habits grow in number, solutions 

that provide a degree of safety and anonymity have appeared. Most of these solutions are 

targeted for web browsing, such as the Anonymizer [1] and SafeWeb [14] products, but location 

privacy, as well as database security solutions, exist as well (see [11] and references therein). An 

interesting class of anonymization approaches, such as the one presented in [11], aims at 

reducing the accuracy of sensitive data (e.g., location estimations), in order to render them 

practically anonymous. Such approaches can complement the proposed AMC framework, with a 

view to further enhancing anonymity and privacy (also see Section 5.8). 

3 AMC SERVICES – CLASSIFICATION 

The formation of an AMC can be based on different criteria, such as the proximity of users to a 

certain area, the sharing of same interests or even same characteristics, including age, 

nationality, gender, profession, etc. The services provided through the formation of AMCs may 

vary in both their general scope and their specific attributes. However, they can all be 

provisioned through the same mechanism.  

The categorization of the AMC services can rely on a number of different characteristics: 

 Triggering Type: The provision of an AMC service may either be event-based or user-
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triggered. Event-based triggering involves context-awareness, which implies that when a 

specific situation occurs or a specific requirement or condition is met (e.g., day of week, 

time of day, location) the service is automatically provided, without the user’s 

intervention. A user-triggered case is exactly the opposite, and involves the explicit 

triggering of the service from the user’s part.  

 Response Type: The response from each queried AMC member, within the context of a 

specific AMC service, may either involve the member’s interaction or not. In the first 

case, the queried user has to explicitly produce a response for the query (e.g., by 

answering a question via an SMS). In the second case, the response is generated 

automatically from the software modules on his mobile terminal.  

 Content Creation Mechanism: This classification refers to the mechanism applied for the 

creation of the exchanged content. Two different cases can be distinguished, namely 

content creation with user interaction or automatically. In the first case, the user 

explicitly creates the content that is to be shared among the AMC members, (e.g., by 

stating his opinion, or composing and publishing an article), whereas in the second case 

the content is automatically created by the terminal’s monitoring modules (e.g., 

positioning monitoring, received signal strength monitoring).  

 Real-time/Non real-time provisioning: This classification refers to the time period that 

the content is created. In detail, the content may be formed at the time of the request, or it 

may have been formed some time in the past and reside in a database.  

Table I presents a concise description of potential AMC services. For instance, the ‘Clubbing 

Information’ AMC service enables users who are interested in clubbing to get informed about 

the quality and popularity of clubs. Some of the queries that a service requestor may issue are the 
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following:  

 Which is the most popular club at this moment? I.e., where has the majority of the 

clubbing community members gathered? 

 Which are the most popular clubs for the past week/month? This can automatically be 

calculated based on the AMC members’ locations and time spent in each location, during 

the past week/month.  

 What do the other community members think about club A?  

 What is the average grade of club A for the past two weeks?  

Table II depicts the characteristics of each of the services presented in Table I. The services of 

Table I represent some indicative examples; nonetheless, the possibilities are endless, and the 

deployment of even more services is feasible through the exploitation of the proposed AMC 

system. 

 

TABLE I: DESCRIPTION OF POTENTIAL AMC SERVICES 

No. Service Description 

1 
Traffic 
Information 

Informs a user about the current traffic conditions in an area of his choice. The information 
is derived from the location and velocity of fellow drivers. 

2 
Clubbing 
Information 

Informs a user about the quality and popularity of clubs, based on where other people went 
and how much time they have spent. 

3 
Library 
Information 

Informs a user about what other people think about a certain book, helping him to 
determine if it is worth borrowing. 

4 File-sharing 
Enables users to share files (e.g., songs, ring-tones, pictures, etc.) through their mobile 
devices, anonymously. 

5 Wiki-Guide 
Serves as a city guide, through which users can get informed about monuments and other 
places of interest, thanks to other people’s input. 

6 Weather 
Informs a user about the weather conditions, e.g. the temperature or level of humidity, in 
an area of his choice. Terminals that cooperate with sensors can be exploited for the 
provision of this service. 

 

 

 

TABLE II: OVERVIEW OF CHARACTERISTICS OF THE AMC SERVICES OF TABLE I ( = YES,  = NO) 



 9

 
Triggering Response Type 

Content Creation 
Mechanism 

Real-
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based 

User-
triggered 

With User 
Interaction 

Automati
c 

With User 
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c 

Yes No 

Traffic 
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Clubbing 
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File-sharing         
Wiki- 
Guide 

        

Weather         

 

4 SYSTEM REQUIREMENTS 

A system targeted for the provision of AMC services has to comply with the following 

requirements:  

 Anonymity: This is the most central requirement and refers to the anonymity of both the 

service requestor and the queried users.  

 Interoperability: Data collection from the community of terminals must be feasible 

regardless of the underlying wireless access network. This means that the AMC system 

must be capable of operating in a completely heterogeneous environment. In addition, 

different applications must be able to access the required data in a standardized manner.  

 Ease of integration: The deployment of the AMC system must not call for any 

modifications in the current infrastructure of today’s wireless access systems.  

 Extendibility: The AMC system must be capable of easily integrating new features and 

additional, possibly diverse in nature, applications. 
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5 SYSTEM ARCHITECTURE AND FUNCTIONALITY 

5.1 Overview 

The provision of the AMC services calls for the development of a robust system that fully 

complies with the requirements of Section 0. The present section is dedicated to the detailed 

description of the proposed system.  

Concerning the terminal side, the requirements are minimum, in order to allow for ease of 

deployment. Nonetheless, an AMC-enabled terminal must have a software module installed, 

encompassing the following functionality:  

 Monitoring capability: Terminals anyhow collect various measurements during their 

operation. An AMC-enabled terminal is capable of storing this information in a registry 

and presenting it to the network whenever triggered. Thanks to this capability, the AMC-

enabled terminals implement the Monitoring & Data Collection Layer with regard to the 

reference model of Figure 1(b). 

 Query serving capability: An AMC-enabled terminal is capable of receiving requests 

from the AMC network system and responding by sending back the required information.  

The AMC terminal software module can be installed at the mobile terminal in three possible 

ways:  

 It may be pre-installed by the mobile phone manufacturer;  

 It may be installed at an authorized shop, probably owned by the mobile network 

operator;  

 It may be downloaded over-the-air (OTA). In this way, it can be installed or updated 

dynamically. 

At the network side, appropriate mechanisms have to cater for service enabling, service 



 11

provisioning and anonymity. These are explained in detail in the subsections that follow. Some 

important additional functional issues are also studied, namely the user registration process, the 

security of communication channels, as well as ways to further enhance anonymity.  

5.2  Network Architecture 

In this subsection, the network architecture targeted for the provision of AMC services is 

defined. Open interfaces are used among the various entities, in order to facilitate the inter-

working of different access networks and technologies, as well as to assist in the incorporation of 

additional functionality. Furthermore, the architecture integrates the necessary privacy and 

security mechanisms. Figure 2 depicts the network architecture deployed for the provision of 

AMC services.  

 

--- For 
Broadcast

Application 
Server

Application 
Server

AMC Server

Anonymous 
Proxy 
Server

Requestor AMC

Positioning 
Server

…
…

CORE NETWORK

RADIO ACCESS NETWORK

 
Figure 2: AMC network architecture 

The main objective of this architecture is to provide a large degree of functionality without 
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compromising user anonymity. The main entities comprising this architecture are presented in 

what follows: 

 AMC Server: This entity holds the primary role in AMC service provisioning. It 

encompasses functionality enabling it to receive and process requests, query and manage 

the AMCs, cooperate with other servers, if necessary, and finally provide the data 

collected from the AMCs.  

 Application Servers: Each application server may be owned either by the network 

operator itself or by a third-party service provider. An application server is responsible 

for accepting and processing requests originating from its subscribers, issuing them to the 

AMC Server, collecting the data extracted by this server, and finally providing the end 

user with the final response.  

 Anonymous Proxy Server: The presence of an Anonymous Proxy Server is necessary for 

ensuring the anonymity of both the service requestor and the queried AMC members. 

The real identity of each subscribed user (i.e., the International Mobile Subscriber 

Identity – IMSI), together with an alias or pseudonym, are kept within this entity. The 

server is responsible for substituting the real identity with the corresponding alias, or vice 

versa, before forwarding a message.  

 Positioning Server: The AMC Server has to communicate with the Positioning Server, 

when positioning information is requested to be provided (e.g., for location-based 

services). 

 Requestor: This is the entity that requests the provision of a specific AMC service. The 

requestor is typically a member of an AMC.  

 AMC Members: These are the owners of mobile terminals that have registered and 
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formed an anonymous mobile community. Several AMCs may exist, each one covering 

different needs or location areas.  

5.3 AMC Server’s Functional Architecture 

This server is the heart of the AMC service provisioning system. It encompasses the basic 

functionality for the provision of advanced anonymous services and can be regarded as the 

service enabler (Service Enabling Layer). Figure 3 depicts the functional architecture of the 

AMC Server.  
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Figure 3: AMC Server’s functional architecture 

 

As illustrated in this figure, the functional architecture consists of the following components:  

 Interface towards Application Servers: This interface enables the connection and data 

exchange between the AMC Server and third-party application servers. This interface 

should be open and well defined, in order to facilitate the interoperability with different 
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application servers. The implementation of this interface follows the web services 

paradigm, which is ideal for supporting interoperable machine-to-machine interaction 

over a network.  

 Authorization Controller: This module is responsible for checking whether the 

application server communicating with the AMC Server and asking for specific 

information is authorized to receive the latter or not. This is achieved by referring to a 

specific registry, namely the Application Server Authorization Registry, where a list of 

the registered Application Servers, along with the access rights of each one, resides.  

 Query Processing Module: When a query is requested from an Application Server, it has 

to be processed by the AMC Server, before it is issued. The functionality of this module 

is twofold: Firstly, a subgroup of the members of the AMC to which the query is related 

is formed. This subgroup serves as target for the query that is to be performed. It can be 

formed, based on criteria like location, preferences match, availability, etc. Secondly, 

after the target AMC subgroup has been determined, this module decides upon the type 

of the query that will be issued. This decision often depends on the size of the target 

AMC subgroup, as well as the type of the requested information. More specifically, this 

module may decide to either broadcast (e.g., to a whole cell or group of cells) or 

multicast a query message, in the form of an SMS, an MMS or a WAP push message. 

The decision depends on the scarcity of the members of the target AMC subgroup (e.g., 

whether most of the members reside in different cells or not).  

 Query Submitting Module: This module is responsible for taking the appropriate action in 

order to submit the query. A query is issued in either of the following forms, depending 

on the decision of the previous module: (a) broadcast message; or (b) multicast message. 
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Queries of type (b) are directed through the Anonymous Proxy Server, which replaces the 

alias identity of each target AMC subgroup member with the real identity (i.e., the IMSI). 

In contrast, queries of type (a) need no knowledge of the target members’ IMSIs, and can 

be based solely on the knowledge of the identities of the cells where the target members 

reside. The latter can be extracted by contacting the Positioning Server, through the 

Anonymous Proxy Server. 

 Interface towards the Anonymous Proxy Server: This interface is of primary importance 

for ensuring anonymity. The AMC Server is unaware of the AMC members’ real 

identities, and this is why most communication is tunneled through the Anonymous 

Proxy Server. The implementation of this interface is also web-based.  

 Interface towards the Positioning Server: Communication between the AMC Server and 

the Positioning Server is required when, for the provision of a specific AMC service, 

knowledge of the position of a certain number of mobile terminals is necessary, e.g. in 

the context of location-based services. In this case, the Positioning Server must 

acknowledge the real identities of the users involved. For this reason, the Anonymous 

Proxy Server intervenes in the communication path with the AMC Server, which 

consequently remains unaware of the real identities. The communication between the 

AMC Server and the Anonymous Proxy Server, as well as the communication between 

the Anonymous Proxy Server and the Positioning Server, are both web-based.  

 Subscribers Management Module: This module is responsible for handling and keeping 

up-to-date: (a) user registration and user availability information, and (b) settings related 

to security and privacy. Therefore, it utilizes three specialized registries, namely (a) the 

Subscriber Registry, (b) the Subscriber Availability Registry, and (c) the Subscribers’ 
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Security and Privacy Settings Registry. Information indicating the Application Servers to 

which each user is subscribed is held in the first registry. Information about users’ 

availability, as well as settings reflecting their availability preferences (e.g., time of day), 

are stored in the second registry. User-specific security and privacy settings are kept in 

the third registry. The latter registry is optional; however, it empowers the users with the 

ability to specify even more stringent security and privacy requirements. Every user is 

provided with the ability to change his registration and availability status at will, as well 

as to edit both his availability settings and his security and privacy settings, whenever 

wanted.  

 Specialized Security and Privacy Controller: This module is responsible for checking the 

data collected from each member of the target AMC subgroup, in order to decide upon 

their conformity with the user-specific security and privacy settings, which are kept in the 

Subscribers’ Security and Privacy Settings Module. If any piece of the collected data 

does not comply with these settings, it has to be either processed (e.g., in the case of 

positioning information, the spatial resolution may have to be reduced -Section 5.8-) or 

discarded, before it is relayed back to the requesting Application Server. This module is 

optional, yet it provides an additional layer of security and privacy, which can prove to 

be useful for users who tend to be particularly concerned about their anonymity.  

 Response Aggregator Module: After a query has been issued by the Query Submitting 

Module, the Response Aggregator Module undertakes the task of awaiting and gathering 

the responses from the members of the AMC subgroup. Subsequently, it cooperates with 

the Specialized Security and Privacy Controller, in order to render the collected raw data 

fully compliant with the subscribers’ supplementary privacy features. Finally, it relays 
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the responses back to the cooperating Application Server, through the relevant interface.  

The AMC Server holds information about the cooperating Application Servers and the 

corresponding AMCs. This dictates the need to encompass a database containing several 

registries, as described below:  

 Application Server Registry: This registry holds general information about each 

cooperating Application Server, including a general description, the IP address, contact 

information, as well as a valid public key certificate. A generic format for this registry is 

depicted in Figure 4(a).  

 Application Server Authorization Registry: This registry holds authorization settings for 

each of the Application Servers included in the aforementioned registry. In more detail, it 

determines the access rights for each function/operation offered by the AMC Server 

towards external application servers. According to its type, an Application Server may be 

restricted from accessing certain types of data and/or issuing certain types of queries. A 

generic format for this registry is depicted in Figure 4(b).  

 Subscriber Registry: This registry contains the aliases/pseudonyms of all users that are 

subscribed to the service provided by at least one Application Server. This means that 

these users are members of at least one AMC. The registry indicates whether a user has 

registered for a specific AMC service or not. Each Application Server also retains a 

registry of its subscribers, which must actually be an exact copy of the relevant section of 

the AMC Server’s Subscriber Registry. A generic format for this registry is depicted in 

Figure 4(c). 

 

(a) 
Application 
Server 

Description Static IP Address Contact Digital 
Certificate 
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App. Server 1` Application server 
providing clubbing 
information 

147.102.7.1 admin@aps1.com … 

… … … … … 
App. Server N … … … … 

 

  

(b) 

Function App. Server 1 … App. Server 
N 

Velocity authorized … not authorized 
Temperature authorized … authorized
… … … … 
Pop-up 
Messages 

not authorized … not authorized 

 

  

(c) 

User Alias App. Server 1 … App. Server 
N 

usr1265 true … false 
usr6858 true … true 
… … … … 
g12jt78 true … false 

 

  

(d) 

User Alias 

App. Server 1 … App. Server 
N 

Spatial Resolution … Temporal 
Resolution 

… … 

usr1265 low … high … … 
… … … … … … 
g12jt78 high … high … … 

 

  

(e) 

User Alias 
App. Server 1 … App. Server 

N 
Status Context 1 … Context M … … 

usr1265 available available … not 
available 

…
. 

… 

… … … … … … … 
g12jt78 not 

available 
available … not 

available 
… … 

 

Figure 4: Typical structures of the AMC Server’s registries: (a) Application Server Registry; (b) Application Server Authorization Registry; (c) 
Subscriber Registry; (d) Subscribers’ Security and Privacy Settings Registry; (e) Subscriber Availability Registry 

 

 Subscribers’ Security and Privacy Settings Registry: Thanks to this registry, users are 

able to specify different security and privacy settings for each Application Server. This is 

an optional, nonetheless significantly useful, component, as it takes into account the 

heterogeneity of the various Application Servers. A generic format for this registry is 

depicted in Figure 4(d).  
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 Subscriber Availability Registry: This registry indicates the availability of each registered 

user, for every particular AMC service, and is especially useful in cases where a user is 

temporarily unavailable, yet wishes to remain registered. This registry is accessed by the 

Query Processing Module, before the formation of a target AMC subgroup. It also holds 

information about the events (contexts, e.g. locations, time) in which a user should be 

considered unavailable by the system. A generic format for this registry is depicted in 

Figure 4(e).  

5.4 Application Server’s Functional Architecture 

An Application Server is the entity responsible for implementing the application logic that lies 

behind an AMC service (Applications Layer). Various Application Servers may be deployed 

from different parties, each one exploiting the AMC Server’s functionality in its own way. 

Figure 5 depicts the functional architecture of a typical Application Server cooperating with the 

AMC Server.  
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Figure 5: The functional architecture of a typical Application Server in the AMC context 

 

As illustrated in this figure, the functional architecture consists of the following components: 
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 Interface towards the AMC Server: This interface facilitates the communication and data 

exchange between the Application Server and the AMC Server. It should be open and 

well-defined, in order to ensure interoperability. Its implementation follows the web 

services paradigm.  

 Interface towards End-Users: This interface enables the Application Server to receive 

requests from its subscribers, and deliver the appropriate responses to them. All 

communication between an Application Server and the end-users should pass through the 

Anonymous Proxy Server, in order to ensure anonymity.  

 Subscriber Registry: This registry contains the aliases/pseudonyms of all users that are 

subscribed to the specific service provided by the Application Server. These users form 

the Application Server’s AMC.  

 Subscribers’ Profiles Registry: This registry contains a set of preferences for each 

subscribed user. Users have edited these preferences themselves, in order to enable the 

personalization of the AMC service offered by the Application Server. The set of 

parameters comprising a user profile may differ from one Application Server to another. 

For instance, with regard to a service related to Music, a suitable user-profile parameter 

would be the preferred type of music.  

 Subscribers Management Module: The role of this module is twofold: Firstly, it is 

responsible for communicating with the AMC Server, in order to keep the Application 

Server’s Subscriber Registry up-to-date. Secondly, it is delegated to handle the end-

users’ profiles, by updating the relevant records in the Subscribers’ Profiles Registry, 

according to the input received from the end-users.  

 Request Processing Module: This module is responsible for processing the requests 
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originating from the end-users. It identifies the type and parameters of each request, 

which is a necessary step before issuing an appropriate query to the AMC Server. It also 

checks a request’s similarity to previous requests, in order to determine whether an 

appropriate query may be addressed to the local cache database, instead of querying the 

remote AMC Server, with a view to avoiding unnecessary network load and delay.  

 Response Processing Module: This module handles the raw data collected from the AMC 

Server and conducts the main volume of processing, in order to produce a useful for the 

end-user result. Indicative examples of functions performed by this module are the 

statistical processing of raw data and the construction of relevant graphical 

representations.  

 Cache Database: This database holds passed information regarding the queries to and the 

answers from the AMC Server. Its purpose is to serve future requests that are similar to 

passed ones, so as to reduce network load and delays.  

 Internal Triggering Module: An Application Server might need to enrich the data 

contained in its Cache Database, in order to be able to offer enhanced services to its 

subscribers. Therefore, it would be valuable to equip the Application Server with the 

ability to issue queries to the AMC Server on its own, without an end-user’s prior 

request. The Internal Triggering Module is responsible for triggering such an information 

gathering process, whenever it finds it appropriate.  

Finally, an Application Server might maintain additional information in one or more databases, 

according to the purpose it serves. For instance, an Application Server that offers a ‘Restaurant 

Information Service’ might hold restaurant locations in a database.  
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5.5 Anonymous Proxy Server’s Functionality 

The Anonymous Proxy Server’s purpose is to fulfill the most central requirement of AMC 

services, i.e. the anonymity. It complements the AMC Server’s functionality in implementing the 

reference model’s Service Enabling Layer.  

A proxy server allows clients to make indirect network connections to other network services. 

A client connects to the proxy server, and then requests a connection, file, or other resource 

available on a different server.  

The Anonymous Proxy Server hides the end-user’s real identity by replacing it with an alias. 

The Anonymous Proxy Server is the only entity that knows and holds the mapping of real 

identities to aliases. For this reason, it maintains a secure registry, namely the Alias Registry, 

containing the mapping of aliases to real identities. When an end-user connects to the 

Anonymous Proxy Server, the latter looks up in the Alias Registry, in order to find the 

corresponding alias, then replaces the real identity with the alias and forwards the user’s request 

to the destination server (either the AMC Server or an Application Server). Regarding the 

terminal side, the AMC software module has to be configured with the Proxy’s address, so as to 

direct all AMC communication through the Proxy, which guarantees anonymity.  

Concerning its connectivity, the Anonymous Proxy Server is able to communicate will all the 

other servers of the architecture through web-based message exchange. Towards the end-users, 

the Anonymous Proxy Server is able to send/receive SMS/MMS/WAP push messages. It is also 

capable of accepting web-services connections, which is useful in case the AMC terminals wish 

to answer a query using web services and not a conventional SMS/MMS mechanism. 

5.6 Registration Process 

The process followed when a user registers, for the first time, to the AMC Server is of 
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particular interest. The user connects to the AMC Server through the Anonymous Proxy Server. 

The latter executes a search in the Alias Registry, but finds no relevant record. It acknowledges 

that the user wants to register to the AMC Server, so it generates a temporary alias, on behalf of 

the user, and forwards his request to the AMC Server. If the user registers successfully for one or 

more AMC services, the AMC Server caters to notifying the Anonymous Proxy Server for this 

event. Upon the reception of this notification, the Anonymous Proxy Server grants a permanent 

alias and adds a relevant record to the Alias Registry. The Subscriber Registry of the AMC 

Server is notified about the new permanent alias.  

Furthermore, for security reasons, the Anonymous Proxy Server can renew the aliases in its 

registry on a regular basis, and then again notify the AMC Server about the changes. In its turn, 

the AMC Server notifies the Application Servers, so that they synchronize their Subscriber 

Registries with its own (Section 5.8). 

5.7 Communication Security 

The presence of the Anonymous Proxy Server in the center of the proposed AMC system 

ensures anonymity. Besides this, however, in order for the system to be secure in its entirety, the 

information channels between the different parties need also be secured. For the communication 

with the end-users on the Radio Access Interface, the security framework [4]-[6] of current 3G 

systems is sufficient. However, the communication between the different network servers within 

the architecture is web-based, thus appropriate security measures need also be taken. In this 

direction, public-key cryptography combined with the HTTPS protocol can be utilized.  

In the AMC architecture, each server belonging to the architecture needs to have a valid 

public-key certificate and distribute it to the other servers. Once installed to one of the other 

servers, this certificate can be used to encrypt information addressed to the server which the 
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certificate refers to. This mechanism renders the communication among the servers of the 

architecture secure. The certificate of the Anonymous Proxy Server also needs to be installed on 

the terminals of the AMC members, since this will enable them to open secure, over HTTPS, 

connections with the proxy server. 

5.8 Enhanced Anonymity vs. Quality of Answers 

As has been presented, in the AMC architecture, the mechanism that safeguards users’ privacy 

is the mapping of their ‘true’ identifier to an alias (pseudonym). In this approach, although a 

significant degree of anonymity is accomplished, nonetheless the tracking of a unique user 

footprint is still possible. In order to overcome this problem and enhance the users’ anonymity, 

two solutions can be adopted:  

(a) A protocol responsible for regularly renewing the assigned pseudonyms: According to 

this solution, the Anonymous Proxy Server substitutes the already existing pseudonyms that are 

stored in its database with new ones, on a regular basis. Subsequently, it notifies (over secure 

HTTPS) the AMC Server about the changes, which, in turn, is responsible for informing (over 

HTTPS) the various third-party Application Servers. Through this communication procedure, all 

servers synchronize their registries with the updated, valid aliases. The adoption of this solution 

renders the tracking of a user’s footprint a rather difficult task, since the random aliases change 

frequently and are, thus, hard to monitor.  

(b) Reduction of the accuracy of sensitive data: Another notion that may be applied, as 

briefly indicated in Section 2, is the reduction of the accuracy of some parts of the shared user 

data, especially the positioning information. The latter can be accomplished in two ways: either 

through the employment of less accurate positioning techniques (such as cell-id, for example, 

instead of GPS), or through the addition of random noise to the positioning estimates, which 
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decreases spectral resolution. Temporal resolution can also be decreased through the same 

approach. Such a task can be assigned to the AMC Server’s Specialized Security and Privacy 

Controller, as briefly discussed in Section 5.3. An interesting issue associated to this solution is 

the possible impact that this may have on the quality and usefulness of the collected answers. 

However, several classes of AMC applications, including the File-sharing, Environmental 

(Weather) and Wiki-based applications, are not affected by the decreased location accuracy, 

since they only require rough location estimations or even none at all. For example, the cell-id 

information is adequate for the Weather application (see Section 3). On the other hand, there are 

some classes of AMC applications, such as the provision of (vehicular) Traffic Information, that 

are indeed affected by the issue in question, since they require positioning information as 

accurate as possible. In order to provide this kind of applications, a stronger user affirmation 

should normally be requested. Further to this, a way to compensate for the inevitably increased 

user exposure in such cases is to maintain the collected sensitive data for shorter periods of time 

in the cache databases.  

6 SCALABILITY ISSUES 

A system is scalable if it is able to provide the required services, for a wide range of load 

levels, at an acceptable level, without need for architectural changes. AMC scalability issues are 

mostly related to traffic requirements at the radio access network.  

To that end, in order to decrease the network load, the AMC system has two options at its 

disposal: (a) the AMC Server may reduce the size of the AMC subgroup that is to be queried; 

and (b) the Application Server may increase the number of requests that are serviced via queries 

to the local cache databases. In both cases, the quality of service may remain practically the same 

if a representative subgroup of members is selected or if a similar query had recently been 
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issued.  

Apart from this, the network servers of the AMC architecture must be capable of handling and 

servicing multiple requests, which is anyhow a typical requirement for most commercial servers. 

Lastly, the communication links between the architecture’s connected servers must be of 

sufficient bandwidth, in order to efficiently serve the message exchange. 

7 BUSINESS MODELS 

To ensure a service’s sustainability, appropriate business models have to be considered before 

service deployment. In the case of AMC services, the most robust business model would be for 

the network operator to become a ‘payment aggregator’, using the mobile telephone bill to 

charge users for the AMC services. In this way, users will get a single bill, regardless of the 

number of AMC services they use.  

For this to be achieved, the network operator’s billing (charging) system has to be used. For 

value-added services, the logging of chargeable events is not a complex task [15]. The problem 

usually lies in feeding this information to the main billing system (where the bill is created and 

sent to the user). To that end, application servers are provided with an interface towards the 

network operator’s billing system. How the interface works is dependent on the architecture, but, 

in principle, the application server must be able to create a record in the billing Customer Data 

Record (CDR) database. The application servers offering AMC services will have to interface 

the billing database through the Anonymous Proxy Server.  

Concerning the generation of network traffic, the most realistic scenario is not to charge the 

queried users for explicitly or implicitly answering the queries. This will have the positive effect 

of not discouraging the community members to respond to queries.  

Regarding service requests, charging can be either demand-based or could be confined to a 
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standard subscription fee. In the first case, the registered user is charged a transaction sum 

whenever he makes a request to the corresponding application server. In the second case, there is 

a standard subscription cost for registering to a specific AMC service. A combination of the two 

approaches can also be applied, e.g. in case a user exceeds a predefined number of service 

requests.  

A revenue-sharing model will also have to exist between the network operator and each 

application server. In this way, the network operator will be recompensed for allowing the third-

party service providers to use its network. Another interesting aspect that has to be accounted for 

is the application of a penalty system for community members that do not seem willing to serve 

as query-targets. Thus, members who tend to issue requests without, at the same time, permitting 

other users’ queries to be answered should be penalized.  

Finally, sponsors can prove to be valuable sources of supplementary revenues for both the 

third-party service providers and the network operator. In this context, users may be requested to 

agree on receiving a certain number of advertisements or offers at their mobile terminals (e.g., 

via SMS). Advertisements may also be location-based, which will certainly render them more 

attractive. However, anonymity constraints must again be satisfied at all costs. 

8 USE CASE SCENARIO – INFORMATION FLOW 

Consider an environmental AMC service, which allows subscribers to learn information about 

the weather conditions (temperature) in the areas of their interest. Assuming that every member 

of the corresponding AMC has in his possession a mobile terminal capable of measuring the 

temperature of its physical surrounding, a requestor (who must also be a member of the AMC) 

may ask anonymously for the temperature in his desired area and get an appropriate reply, by 

querying members of the AMC who happen to be in that area. Figure 6 depicts the information 
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flow for this indicative use case scenario. 
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Proxy Server
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alias(idm), r’

optional[alias(idm)], r’

r=calculateAverage() 
e.g., r=“19 degrees 
Celcius”

id, r

r

 
Figure 6: Typical AMC information flow 

As illustrated in this figure, the requesting mobile terminal asks for the current temperature 

conditions in a specific area. The query is directed to the Anonymous Proxy Server, which 

immediately replaces the Requestor’s real id (IMSI) with the corresponding alias. Then, the 

query is forwarded to the Application Server. The latter checks to determine if the received alias 

id is included in its Subscriber Registry, then its Request Processing Module parses the request, 

in order to issue an appropriate query to the AMC Server. Subsequently, the AMC Server checks 

to verify if the communicating Application Server has access right to the information requested 

in the query. If so, it proceeds with the formation of the AMC subgroup which will serve as 

query target (Query Processing Module). For this reason, it communicates with the Positioning 

Server, in order to include in the subgroup only those subscribed members that are in the region 
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of interest. Thereafter, the Query Submitting Module decides upon the query’s issuing method 

(broadcast/multicast, SMS/MMS/WAP push message), taking under consideration the size and 

scarcity of the subgroup. Assuming that ‘broadcast’, through e.g. SMS, is chosen, there is no 

need for the Anonymous Proxy to intervene. Each AMC member subscribed to this service 

receives this notification and the appropriate response is generated by their client. The AMC 

Server collects the replies through the Anonymous Proxy Server, optionally checks their 

compliance with the records of the Subscribers’ Security and Privacy Settings Registry, and 

delivers them back to the Application Server. The latter processes the received raw data, by e.g. 

averaging the temperature values, and produces the final response, which is lastly provided to the 

Requestor through the intervention of the Anonymous Proxy Server. 

9 TRIAL RESULTS 

In order to evaluate the usability and performance of the AMC services, the architecture of 

Section 5.2 was developed and a sample of 30 end-users was selected for participation in the 

conduction of trials. The test group consisted of students from the School of Electrical and 

Computer Engineering of the National Technical University of Athens, Vodafone-Panafon 

employees, and members of the research team of the Institute of Communication and Computer 

Systems, Computer Network Laboratories, Greece. The users were requested to evaluate the 

File-sharing service and each user participated with his/her own Java-enabled mobile phone 

(thus, a variety of mobile devices were used in the testing process, including different brands, as 

well as different models of the same brand). At the end of the 10-day trial period, the users were 

given questionnaires and were asked to fill in their responses to the provided questions. The trial 

results are summarized in Figure 7. Trial results for other AMC services, besides File-sharing, as 

well as additional, secondary details can also be found in [16]. The following conclusions can be 
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drawn based on the trial results:   

 Concerning the application’s User Interface at the terminal side, the vast majority of the 

respondents found it very easy to use. The interface provided for searching for a file was 

found to be practical. The two registration interfaces (Web-based and terminal) were 

found to be almost equally useful.  

 The system proved to be absolutely robust, since no wrong responses were encountered 

during the trial operation. The responses were found to match the users’ requests to a 

great extent. The service proved to be available whenever requested by the test users.  

 The average time that the users had to wait in order to receive a response was mostly 

judged as really short (47%) or acceptable (by an equal 47%). This time was affected by 

the size of the requested file, since the file transfers were conducted over GPRS (or 3G 

whenever available). This explains why 40% of the users gave a ‘yes’ but not a firm ‘yes’ 

to the question regarding the suitability of the application for fast (i.e., near real-time) 

use.  

 The users found the application quite interesting and half of them stated that they would 

be willing to share more than ten (10) files in a potential commercial deployment.  

 The terminal application was fully robust, with no crashes occurring on the test users’ 

mobile phones. All users enjoyed the use of the application either partly or a lot, and all 

of them found the concept to be valuable. A division of file types into categories (e.g. 

music, videos and pictures) was suggested as an improvement. The vast majority would 

most probably like to take part in a file-sharing anonymous community in the future. The 

preferred billing method for this application was “being rewarded on answering a query”.  
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Figure 7: Answers provided by the test users after trials of the File Sharing service 
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10 CONCLUDING REMARKS – FUTURE WORK 

In this paper, the concept of Anonymous Mobile Community (AMC) services, which take 

advantage of the terminals’ capabilities to collect information and deliver it to the network, was 

introduced. In this context, terminals are enabled to form communities that serve as sources of 

information. In these communities, the anonymity and privacy of the end-users are respected and 

guarded.  

Several examples of promising AMC services were presented and a systematic classification 

was attempted. A system capable of delivering diverse AMC services to the end-users was 

described in detail, focusing on its architecture and requirements. The related scalability issues 

and the appropriate business models were also investigated. Finally, the information flow of a 

use case scenario was examined.  

Future plans include the commercial deployment of a group of AMC services. Towards this 

goal, the scalability issues will be studied more thoroughly and the end-user experience will be 

monitored and enhanced. Our target is the full commercial deployment of an AMC system, 

capable of self-adjusting to environmental conditions, including network congestion, without 

noticeably deteriorating the provided quality of service.  
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